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 System security is a key contributor to effective use of IT innovations such as 
results management information systems (RMIS) in universities in Uganda. 
However, the optimal use is realized once appropriate and modern security 
technologies are implemented and RMIS users fully adapted to them. Most 
universities in Uganda have invested in security but operational inefficiency 
remains a daunting trait. With a sample of 300 respondents drawn from the 
academic management sector, of 10 selected chartered universities in Uganda, 
results indicate that indeed security is a key factor. Particularly when role 
definition, policy framing and events monitoring are considered students’ 
results cease to be mismanaged. The study thus recommends that for optimal 
security realization, rotational and regular audit trails of RMIS users should 
suffice to counteract the highly skilled user manipulations which may be a threat 
to the RMIS in Universities in Uganda. 
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1. INTRODUCTION 

Security consideration in protecting data is an important 

issue for all academic information systems, especially 

those that traverse communication media for long 

stretches of distance carrying text, audio and video 

content (Ramesh et al., 2013; Lian, 2008). Focus should 

be put on protecting such academic content, system 

service interaction and user privileges. For example, the 

content related to student transcript details needs to be 

protected against unauthorized users, who may alter 

their contents. Until now, there exist various security 

tools and counter measures for such information 

systems. Although they are many, they tend to 

concentrate on interactive systems like multimedia 

security with emphasis on interaction, and privacy 

protection. It is quite challenging to give a thorough 

review on information system security because; a) 

information system's diversity is tandem with the 

complexity and diversity of security issues and their  

 

 

 

pertinent protection means; b) new systems arise as 

technology advances and user needs proliferate, posing 

new security issues and solutions. A case in point is 

cyber criminology which has become complex due to 

contextual differences among places of crime and origin 

of the criminal.  

Recent surveys on use of emerging and hi-tech secure 

technologies claim that, besides system functionalities 

and organisational cultures, cloud computing and 

security cautiousness of information system (IS) users 

significantly improve academic quality (Ramesh, 2013; 

Mufeti et al., 2013). The improvement results from easy, 

convenient but restricted access to information systems. 

In developed countries clouds and hi-tech secure 

information system have now become paramount for 

every service organisation that deals with vast amounts 

of data; and have gained a much wider user base. The 

primary objective of this study was to achieve these 
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general and special aims of contributing knowledge 

about user intentions to effectively use RMIS in 

universities in Uganda. 

Today, universities in Uganda are under spotlight over 

issuing faulty and sometimes unauthentic transcripts to 

students which has reportedly jeopardized quality of the 

graduates in the market place. Though a matrix of factors 

has been suggested (Mufeti et al., 2013; Wyld, 2009; 

Sahin, 2006), system security comes out vividly as a 

significant contributor although with a valid contextual 

difference. Thus, although few works have been done to 

contribute to knowledge of information system security 

more research into security effect in academic 

management ensues. This study focused on security as a 

correlate of effective students’ results management 

systems with reference to role definition, security 

policies and events monitoring. 

 

2. LITERATURE REVIEW 

According to Parker (2002) since the field of information 

systems security has grown in the recent past there is 

need to protect information systems and the content 

from unauthorized access of any sort. He adds that focus 

should be placed on fields such as securing network 

infrastructure, security testing and digital forensics 

science among others. In ancient times, seals where used 

as a means of ensuring information security and also the 

use of discrete communication amongst individuals. 

Other methods that have been used before were blood 

covenants amongst people whereby if the information 

was leaked, then the covenant was broken. This was 

really valued especially in the African culture. However, 

information system security has involved and there are 

other methods or measures of ensuring information 

system security especially with the evolution of the 

internet where there is vast sharing of resources, 

information and business transactions. Parker et al., 

(2013) and Ramesh et al, (2013) further alude that 

although conventionally security hinges on the 

framework of confidentiality, integrity and availability 

(CIA triad) other dimensions such as accountability have 

been proposed for addition to replace non-repudiation 

which no longer fits well within the CIA, while regulation 

of computer systems should be key for practical security 

installations; hence a breed of an alternative model with 

six atomic elements of information (confidentiality, 

possession, integrity, authenticity, availability, and 

utility). However, this Parkerian hexad remains a subject 

of debate amongst security professionals who perceive 

of security threats in varying dimensions. 

Modern and yet advanced threats, including code signing 

keys, escalate the malware activities especially in host-

based security as was performed by Stuxnet’s creators 

and the use of secure sockets layer (SSL) keys for major 

domains to eavesdrop on activities as was observed in 

Iranian Patten  Registry.  Another threat may be used in 

information on token based devices such as RSA’s secure 

ID token which generate one time keys to check security 

parity of online activities. However pertinent measures 

may include: i) conducting regular audit, se every 

semester ii) single identity directory for all services and 

iii) polices and establishing a foolproof intrusion 

detection engine (IDE) (Seshasaayee & Subramanian, 

2013). Universities in Uganda can establish pertinent 

policies and institute full control of use of information 

flow on their distributed network infrastructures that 

carry large files periodically. This can be achieved by 

regularly checking of the event logs.  

Distributing file systems have manifested themselves in 

many enterprises building private storage cloud which 

can be owned and managed internally. However 

integrating the private storage cloud with pattern public 

cloud would greatly relieve enterprises from 

management and maintenance; unfortunately some new 

security issues may arises. Universities in Uganda can 

install cluster servers to ensure continuity and security 

of the RMIS on their private networks. Hybrid 

distributed file system (HDFS) is another mitigation 

architectural requirement to facilitate reliable storage of 

very large files as sequence of data blocks across 

machines in a large cluster, as may be in cluster 

computing. HDFS allows creation of sub- clouds 

separated by different attributes such as campus, 

department and study centres or regions. Its 

characteristics of fault tolerance storage, services mode 

service, data transmission and load balancing services 

actualize HDFS robustness (Raghvan & Ramsundhar, 

2013); thus an effective EMIS ought to have such 

features.  

HDFS is majorly challenged by; i) data isolation ii) intra-

cloud data migration and iii) inter-cloud data migration 

(Raghvan & Ramsundhar, 2013). However, data isolation 

may be checked by: i) access policy management (APM)- 

charged with managing and configuring a flexible access 

control policy (for example the role of each staff); ii) 

access decision and authorization-charged with security 

access decision and authorization enforced in the master 

servers, including making decision for an access request 

accordingly to predetermined policy- to check for every 

action performed in the RMIS, iii) access protocol 

security-charged with synchronizing master, client and 

data nodes’ activities . This can be done by negotiating 

some measures; and iv) private data encryption (PDE), 

although it is an optional service, data ought to be 

encrypted for secure storage especially using TPM 

embedded in the client’s platform.   

In a nutshell, system security contributes significantly to 
the robust use of RMIS in universities once appropriate 
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security technologies are implemented and users fully 
adopted to them with a critical mindset of more 
experienced users who could in turn become a problem 
to other users, Therefore, more facilitating factors may 
come into play. Furthermore, since security has been 
investigated in other contexts besides academic 
management, a dire need, to investigate it further stands. 
 
3. METHODOLOGY 

This study used a cross sectional survey design with a 
sample size of 300 users of selected results management 
information systems in universities in Uganda. The 
various universities were stratified and random 
sampling applied. Both questionnaires and interview 
guides were used on system administrators, students, 

and academic managers; that were piloted and found 
reliable (alpha=0.73). Although some universities were 
not co-operative and had bias, more instruments were 
administered to overcome this limitation. 
 

4. RESULTS 
The following section presents univariate and bivariate 
analyses of the effect of system security on effective use 
of results management systems in universities in 
Uganda, conceptualized as the degree to which the 
system is able to safe guard and prevent unauthorized 
modification of students’ academic records comprised of 
twenty eight questions using a 5-point Likert’s scale 
ranging from strongly disagree to strongly agree.  

Table 1: Descriptive Statistics on Respondents’ Assessment on System Security of RMIS 

 SL 

No. 

Am likely to use RMIS if its 

security is in a way that: 

SD (%) D (%) N (%) A (%) SA (%) 

1 I have to login by username and 

passwords  

2(0.7) 127(42.3) 83(27.7) 62(20.7) 26(8.7) 

2 I can only view my account   2(0.7) 87(29) 149(49.7) 60(20) 2(0.7) 

3 I can only use my account 27(9) 109(36.3) 92(30.7) 71(23.7) 1(0.3) 

4 I can account for my individual  

action  

34(11.3) 156(52) 45(15) 65(21.7) 0(0) 

5 I access data only in my 

operational domain  

32(10.7) 190(63.3) 15(5) 59(19.7) 4(1.3) 

6 Our  data migration system is 

restricted  

1(0.3) 160(53.3) 75(25) 62(20.7) 2(0.7) 

7 Am accorded a certain  sole 

responsibility 

40(13.3) 89(29.7) 89(29.7) 79(26.3) 3(1) 

8 Am accorded certain  privileges 40(13.3) 122(40.7) 31(10.3) 102(34) 5(1.7) 

9 Permits fast responses to 

requests  

7(2.3) 83(27.7) 173(57.7) 35(11.7) 2(0.7) 

10 Am likely to use RMIS if its 

security policy is reliable 

2(0.7) 125(41.7) 54(18) 88(29.3) 31(10.3) 

11 Is constantly communicated 

regarding data sensitivity  

6(2) 93(31) 144(48) 55(18.3) 2(0.7) 

12 Spells my roles clearly defined  1(0.3) 38(12.7) 131(43.7) 127(42.3) 3(1) 

13 Allows my roles to be known to 

all 

37(12.3) 127(42.3) 35(11.7) 99(33) 2(0.7) 

14 Protects my intellectual property 

(for example watermarking)  

14(4.7) 143(47.7) 22(7.3) 120(40) 1(0.3) 

15 Allows for a periodic security 

audit in my department  

28(9.3) 127(42.3) 83(27.7) 62(20.7) 0(0) 

16 Addresses foolproof intrusion 

detection concerns 

2(0.7) 109(36.3) 92(30.7) 95(31.7) 2(0.7) 

17 Allows distributed file system 3(1) 124(41.3) 79(26.3) 92(30.7) 2(0.7) 

18 Promotes a fault tolerance 

network infrastructure 

1(0.3) 123(41) 98(32.7) 75(25) 3(1) 

19 Addresses load balancing 

services on our network 

37(12.3) 144(48) 42(14) 75(25) 2(0.7) 

20 Includes access policy 

management for all 

35(11.7) 171(57) 14(4.7) 76(25.3) 4(1.3) 

21 Articulates access decision for all 0(0) 144(48) 89(29.7) 61(20.3) 6(2) 

22 Spells out authorization 

mechanism  for all 

29(9.7) 126(42) 59(19.7) 81(27) 5(1.7) 
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23 Addresses access protocol 

security 

28(9.3) 171(57) 14(4.7) 82(27.3) 5(1.7) 

24 Everyone is checked before using 

it   

3(1) 126(42) 114(38) 53(17.7) 4(1.3) 

25 Biometrics are used to check the 

authenticity of every user  

32(10.7) 120(40) 60(20) 84(28) 4(1.3) 

26 All users’ activities are always 

monitored  

20(6.7) 159(53) 21(7) 98(32.7) 2(0.7) 

27 There is a single identity 

directory for all services  

1(0.3) 123(41) 120(40) 53(17.7) 3(1) 

28 The clouds in use are based on 

departments or campuses  

31(10.3) 123(41) 60(20) 83(27.7) 3(1) 

 Overall 16.75(5.6) 126.39(42.1) 74.39(24.8) 76.93(25.6) 4.54(1.5) 
 

Table 1 reveals that the respondents generally disagreed 

that system security was key in influencing their 

effective use of RMIS (Overall=126.39(42.1%)). Although 

generally the majority of respondents disagreed, they 

agree that they would use RMIS if it spells one’s roles 

clearly defined while they remained completely 

uncertain on whether they would use RMIS if it permits 

fast responses to requests, the policy framework is 

constantly communicated regarding data sensitivity, one  

is accorded a certain sole responsibility and one can only 

view his/her account. The results created a paradox that 

compelled the researcher to conduct some interview to 

ascertain the accuracy of the responses. Then the 

researcher used factor analysis to reduce the seven 

indicator variables of structure to only two factors 

accounting for about 99.7% of variation among the 

variables, and on rotation, the researcher got the 

following (rotated) component matrix. 

Table 2: Respondents’ Rotated Component Matrix 

Options Components 

1 2 3 

1 I have to login by username and passwords  0.876   

2 I can only view my account   0.988   

3 I can only use my account 0.987   

4 I can account for my individual  action  0.767   

5 I access data only in my operational domain  0.878   

6 Our  data migration system is restricted  0.899   

7 Am accorded a certain  sole responsibility 0.767   

8 Am accorded certain  privileges 0.878   

9 Permits fast responses to requests   0.878  

10 Is reliable  0.657  

11 Is constantly communicated regarding data sensitivity   0.657  

12 Spells my roles clearly defined   0.857  

13 Allows my roles to be known to all  0.787  

14 Protects my intellectual property (for example watermarking)   0.867  

15 Allows for a periodic security audit in my department   0.867  

16 Addresses foolproof intrusion detection concerns  0.865  

17 Allows distributed file system  0.876  

18 Promotes a fault tolerance network infrastructure  0.888  

19 Addresses load balancing services on our network  0.989  

20 Includes access policy management for all  0.768  

21 Articulates access decision for all  0.867  

22 Spells out authorization mechanism  for all  0.768  

23 Addresses access protocol security  0.886  

24 Everyone is checked before using it     0.758 

25 Biometrics are used to check the authenticity of every user    0.678 

26 All users’ activities are always monitored    0.998 

27 There is a single identity directory for all services    0.887 

28 The clouds in use are based on departments or campuses    0.896 
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Taking only high factor loadings in Table 2, that is those 

above 0.5 the first Component was found to be “role 

definition”, while the second component was found to be 

“policy framework” and the third component was found 

to be “events management”. These components were 

correlated with the effective use indicators and yielded 

correlations in Table 3 

Table 3: Correlations of Factors on Respondent’s Self 
rating on System Security of RMIS 

 Effective 

Use 

Effective Use r value 1.00 

Sig. (2-

tailed) 

0.000 

Role definition r value 0.58 

Sig. (2-

tailed) 

0.000 

Policy 

framework 

r value 0.53 

Sig. (2-

tailed) 

0.000 

Events 

management 

r value 0.55 

Sig. (2-

tailed) 

0.000 

 

 The significant correlations in Table 3 suggest that the 
three factors; “role definition”(r=0.58, sig.=0.000), 
“policy framework”(r=0.53, sig.=0.000)  and “events 
management” (r=0.55, sig.=0.000) were significantly 
positively correlated with effective use of results 
management information system (RMIS) in universities 
at a five percent level of significance and even at one 
percent level of significance. 

 

5. DISCUSSION 

The study proposition asserts that once the system is 
security tight, the user will likely put to effective use the 
RMIS. This proposition concentrated on the safety of 
data within the university database and during 
transmission from point to point. The study results show 
that security is also paramount in enhancing user 
effective use of RMIS. The study alluded that security is 
not concentrate on the integrity of databases but also 
consider safe guarding data in transmission. While a 
security breach can occur in the database, it can as well 
happen during data transmission, especially in unsecure 
media-wireless (Schultz, 2013; Lian, 2008). As 
universities establish distributed learning there is a need 
to accurately and promptly deliver students’ marks 

before senate meeting sit. The RMIS ought to ascertain 
user privileges by protecting against unauthorized 
access, use and modification of students’ results in the 
database and if any of these activities occur 
accountability of utilization should ensue (Suresh et al., 
2013; Parker, 2002). 

Most management information systems suitable for 

distributed learning opt for web based applications 

which enhance customer care by supporting core 

customer services (Vinothkumar, et al., 2013). Web 

based services include online results, online submissions 

and automated results assessment systems. However, 

sometimes this platform has enhanced ethical and 

integrity dilemma; for instance since most countries do 

not have control over the cyberspace, when students or 

academic staff get exposed to advanced web based 

manipulations, they may exploit it to their advantage 

which is sometimes dubious (Lunsford, 2013; Gupta, 

2010). Part of cyberspace that would somehow tame 

user activities would be cloud computing but this 

innovation is still on spotlight for adequacy of security 

(Seshasaayee & Subramanian, 2013; Alexander, 2012; 

Wyld, 2009). The user maintaining copyrights but the 

cloud service provider being free to adjust, sell or add 

content is no good security either.  

Furthermore, the vast technologies in managing data 

transmission provide a user a wide scope of choice. The 

utilization of normadicity may allow users to access 

personal network services remotely using a range of 

services (Lakhtaria & Nagamalai, 2010). If a university 

opens two or more study centres, it may as well allot 

each centre prespecified and unique service codes so as 

to reduce on chances of nonrepudiation especially when 

results get tampered with illegitimately. Although each 

study centre can be accorded such services, this calls for 

conducting regular audits, establishment of single 

identity directory for each service and policies 

(Seshasaayee & Subramanian, 2013). In addition, since 

the main campuses receive and process students’ results 

simultaneously, a dire need for load balancing services 

suffices (Raghvan & Ramsundhar, 2013). This not only 

supports continued flow of services but also system 

robustness and consequently security. 

 

6. CONCLUSIONS AND RECOMMENDATIONS 

The study identified system security contributing to 

effective use of RMIS in universities in Uganda. The study 

thus recommends that: university management should 

be adjusted to offer improved such as instant response 

to queries, periodic event logs and regular notification of 

system utility services; invest extensively in advanced 

and robust technologies that will support users as well 

as safe guard against dubious user activities.  
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